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Tivoli Storage Manager for Virtual Environments
Technical Overview



The new approach: VMware vStorage APIs for Data Protection

 Data is accessed directly from the VM storage and passed directly to the backup 
server (single hop, data is not stored on the vStorage Server)

 Changed Block Tracking allows incremental backups (with periodic fulls) without 
forcing a scan of the guest OS file system
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The new approach: VMware vStorage APIs for Data Protection
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 Data is accessed directly from the VM storage and passed directly to the backup 
server (single hop, data is not stored on the vStorage Server)

 Changed Block Tracking allows incremental backups (with periodic fulls) without 
forcing a scan of the guest OS file system

 The vStorage Server can be a virtual machine – no additional HW needed



Tivoli Storage Manager for Virtual Environments - Summary

 Advanced data protection for VMware ESX and ESXi servers

 Leverages vStorage APIs for Data Protection (VADP)

 Non-disruptive, single-pass, block-level backup

 Flexible recovery options: file, volume, VM image

 Near-instant restore of files and disk volumes (Windows and Linux)

 No additional hardware required

 Simplified agent management – one agent supports multiple VMs

 Automated discovery of new VMs

 Support for LAN-free data transfer from the VMware server’s storage to the 
backup server —preserving bandwidth for other uses

 Integrated with Tivoli Storage Manager for:
– Unmatched scalability – manage up to 2 billion objects in a single TSM Server
– Unified Recovery Management
– Built-in data reduction / data deduplication
– Policy-based tiered storage / data lifecycle management
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Benefits of VMware-TSM Integration

 Integrated supported product-based solution to protecting VMware with TSM

 Fast online (hot) backup into TSM

 ‘Near Zero Impact Backup’  on ESX Servers by using proxy backup server

 Coordinated backup of multiple virtual machines into TSM

 Management of virtual machine backup data in TSM

 Live user-transparent file-level restore from within running virtual machine 

 Disaster Recovery from TSM via Full-VM restore*

*Not to confuse with TSM B/A Client Image level backup which works on volume basis and is not used 



Introduced in TSM 6

  Full VM backup/restore integrated in TSM
- Command Line: TSM Full VM backup

- GUI: Action -> Restore

  VMware Backup/Restore integrated in TSM Client GUI

 vStorage API File Level Backup:
– TSM 6.2 supports vStorage API File-Level Backups

 Exports are broken into 2 GB file chunks 
- TSM Client backs up chunks at a file level

- Size is tunable (2 GB is default for subfile level backup)

  Enhanced password management
  ESX Server has no service console

- TSM Linux client based backups are no option anymore



TSM 6 Command line options



TSM VMware Restore integrated in TSM GUI



TSM VM Selection



TSM 6 Search and Filter VMs



TSM 6 Preference Editor



Tivoli Storage Manager

Storage Pool

TSM B/A client

Running on Windows proxy*

TSM 6.2.2 B/A client support for vStorage API*

Utilize VMware vStorage APIs for Data Protection for image-level backup and recovery

File level backup through Proxy server, File level recovery through TSM B/A client (Windows only)

Full VM level backup through Proxy server (using vStorage), Full VM restore through the Proxy server

vStorage API support

    File-level backups (1Q 2010)

    Full VM backups (4Q 2010)
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*TSM b/a client already supports multiple ways of protecting VM environments, including in guest (TSM or Fastback), Console and VCB

*Proxy server can be a physical or virtual machine

• vStorage APIs provides the 
capability to read directly 
from the ESX storage



TSM B/A Client Version 6.2.2  

 Full VM Backup/Restore – VMware vStorage API for Data Protection (VDAP)
– Next generation ‘VCB’ support
– APIs provide advanced features like direct read of *.vmdk, and changed block tracking
– Consists of two APIs: VI API and VDDK API

 Full replacement of TSM 6.2.0 VCB support (VMware Consolidated Backup)
– VCB backup/restore functions are still available with TSM 6.2.2

 Full VM block-level backup streaming (from SAN or local datastore)
– direct read of volume data to TSM Server (No staging area or ’double hop’)

 Full VM restore directly to SAN/LAN/Local datastore - direct write *.vmdk 

 VMware Converter tool no longer required on restore
– Full virtual machine configuration restore/define directly to vCenter and ESX host server.  

TSM now provides function previously provided by Converter tool

 Easy to Install and configure TSM backup proxy   
– All required files shipped with TSM package.  Eliminates install and configuration of VCB 

Framework

 Use existing TSM Client interface (Backup/Restore VM commands/schedules) 



Full VM level off-host backup   

 Supports all guest-OS platforms 

 Complete full snapshot of ‘live’ (running) virtual machine with pre/postsnapshot support(VMware tools)

 When Installing TSM B/A Client on physical backup proxy(off-host) 
–     Backup load (CPU and I/O) off-loaded from ESX server
–     Lan Free

 VMotion aware  

 Supported transports (data transfer path) SAN, HotAdd, LAN
– Auto detected with vStorage APIs

 Backup proxy
– Any Windows 2003 or Windows 2008 
– Physical or virtual machine running on guest VM

 TSM related features
– TSM Server Event logging (Final stats – list of VM total attempted, success, failed, Reason for failure)
– TSM schedule type ‘Backup VM’ – supports schedule results reporting

• Action = “Backup”
• Sub-action= “VM”

– Client Dedup(Lan only) and Server Dedup

 Interface 
– Backup/Restore via command line from backup proxy via BACKUP/RESTORE VM commands
– Backup/Restore GUI from backup proxy, displays all VM’s available for backup/restore

 Data Format
– Full VM Images are managed on TSM server (TSM policy) and displayed as single object for backup/restore
– All data stored on backup proxy nodename on TSM server
– Each VM stored in its own filespace – “\VMFULL-<vmname>”  
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What is CBT (Changed Block Tracking) ? 
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What is CBT continued   

 CBT  allows backup applications to query the VMkernel to find out which disk blocks have changed in a VM 
disk file since the last backup operation.

 CBT instantly finds out, which disk blocks need to be backed up. This enables fast incremental backups.

 Two block operations
– 1. Identify empty blocks and do not back them up

  Supported with TSM 6.2.2
– 2. Identify changed blocks and backup only changed blocks as incrementals

Not supported with TSM 6.2.2
Refer to the Statement of Direction section

 Limitations, CBT does not work:
– Virtual hardware version 6
– Virtual RDM ( raw device mapping) disks
– Virtual Disks which are attached via shared iSCSI



Supported vSphere/ESX Datastores

All types of Datastores are supported (no TSM mounting required)

- SAN via Fiber

- SAN via iSCSI

- LAN via NFS

- Local



Installing vStorage API (VDAP) Support

1. Select Custom Install

1. Select VMware Backup Tools



TSM Full VM Image
 Commands

– BACKUP VM vmname
• Domain.vmfull option is used if no ‘vmname’ specified  

– RESTORE VM vmname –name=newname –datacenter=TivoliARCLab –host=esxhost1.ibm.com –
datastore=ds4700_svt1

• Restore to original virtual machine location 
• Override virtual machine name, datacenter, ESX host or datastore location with 

command line option or GUI Restore options dialog. 
• No VMware Converter tool needed
• TSM 6.2.2 supports both VCB-type and VSTOR-type Full VM Image restores
• When restoring a VCB-type Image – TSM 6.2 restore steps required – vcb full image 

files restored to staging area, Converter tool required for final restore step  

– No change from TSM 6.2.0 command syntax, no need to change existing 
schedule definitions

– New option vmfulltype=[vstor | vcb]  to enable vStorage-type backups
V6.2.2 default is vcb.   Considering default change to vstor at release level 



Backup VM



Backup VM Progress



Restore Full VMs (replaces VMware Converter tools)  



Restore Individual Files  



Restoring Full-VM backups

RESTORE VM vmname 
-vmname=newname 
-datacenter=TivoliARCClab 
-host=boots.usca.ibm.com 
-datastore=ds4700_svt

VMName: Virtual machine display name

Datacenter: VMware datacenter name defined to the vSphere vCenter

Host: VMware ESX host server defined to vCenter Datacenter

Datastore: Location for volume data and configuration files



TSM Policy  

 TSM Management Class policy settings will control the number of Full VM 
backups

 The default MC of the backup proxy node will be used.  VMMC option can 
be set to override the default MC. 

 VCB-type Full VM Images will not be expired by VSTOR-type Full VM 
backups    



Considerations with vStorage API Full-VM backup in V6.2.2

 No subfile backup

 Client-side deduplication is available
– Assuming V6.2 TSM server

 No compression
– Except when used with client-side deduplication

 No client encryption



TSM v6.2.2 Other Functions

 Auto discovery new virtual machines
– TSM communicates with VMware vCenter inventory (VMs, Host, VM 

containers) 
– DOMAIN.VMFULL keywords maps to VMware containers all-vm, vmhost, 

vmfolder

 Auto detect transport – SAN, LAN, Hotadd

 Server Dedup / Client Dedup (LAN only)

 



Reporting  
 TSM Server Event logging 

– Final stats – list of virtual machines, total attempted, success, failed
– Reason for failure per virtual machine

 TSM Schedule type ‘Backup VM’ 
– replaces sched type=command/macro for schedule results reporting

 Backup VM Final Statistics –

       Total VM processed, successful, failed  

        *Logged to TSM Server Activity Log*  

 TSM Serer Activity Log

       Total number of VMs failed.   List of 
VMs by name and reason for failure



The information on the new product is intended to outline our general product direction and it should not be relied on in making a purchasing decision.  The information on the new 
product is for informational purposes only and may not be incorporated into any contract.  The information on the new product is not a commitment, promise, or legal obligation to deliver 
any material, code or functionality.  The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Support multiple recovery options from image backup and vStorage API change block tracking (CBT)
- File/Volume/Disk/Full VM restores from an image backup (multiple OSs are supported)

Tivoli Storage Manager 
Storage Pool

TSM for VE
Running on Windows proxy*

Backup VM image

TSM for Virtual Environment – VMware integration

Mount image directly from TSM disk 
storage pool, expose it  locally or using 
an iSCSI target interface
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3 Restore single file directly to guest 
(or any other target)

Added Value
    File level recovery from any OS
    Near-Instant Volume Restore
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*Proxy server can be a physical or virtual machine
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The performance data contained herein was obtained in a controlled, isolated environment.  Actual results that may be obtained in other operating 
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Reference in this document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in 
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instead.  It is the user's responsibility to evaluate and verify the operation on any non-IBM product, program or service.

THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED.  IBM EXPRESSLY 
DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR INFRINGEMENT.  IBM shall have no responsibility to 
update this information.  IBM products are warranted according to the terms and conditions of the agreements (e.g. IBM Customer Agreement, Statement 
of Limited Warranty, International Program License Agreement, etc.) under which they are provided.  IBM is not responsible for the performance or 
interoperability of any non-IBM products discussed herein.

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available 
sources.  IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any 
other claims related to non-IBM products.  Questions on the capabilities of  non-IBM products should be addressed to the suppliers of those products.

The providing of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.  Inquiries 
regarding patent or copyright licenses should be made, in writing, to:  

IBM Director of Licensing
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North Castle Drive
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Trademarks
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UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a trademark of Linus Torvalds in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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AIX 5L
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S/390
Seascape

ServerProven
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System Storage
Tivoli
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